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Abstract— Security services such as data confidentiality, authen-
ticity, and availability are critical in wireless sensor neworks de-
ployed in adversarial environments. Due to the resource cairains
of sensor nodes, the existing protocols currently in use indzhoc
networks cannot be employed in wireless sensor networks. Ithis
paper, we propose a protocol called location-aware networlcoding
security (LNCS) that provides all the aforementioned sectity
services. By dividing the terrain into non-overlapping cels, the
nodes take advantage of the location information to derive ifferent
location binding keys. An event in the field is sensed by sev@rnodes
and aggregated by all of them. Using a secret sharing algohim,
the aggregated information is divided into several shareshat are
forwarded toward the sink in a cell-by-cell fashion. The keyidea
in LNCS is that all the nodes involved in the protocol collaboate
in every phase. We employ random network coding in our scheme
to provide data availability significantly higher than that in other
schemes. To generate authentication information, a hash ¢e is
constructed on the generated packets. The packets that fathe
authenticity test are considered as bogus and filtered enrda. Every
node transmits only a small fraction of the generated packet along
the corresponding authentication information to the next @ll. The
sink is the final entity being able to reconstruct the origind message
using a few shares of the message. We have provided a comparis
between our scheme and previously proposed schemes. Theuks
reveal significant improvement in data availability.

I. INTRODUCTION

Security of multi-hop data transfer in wireless sensor oeks
becomes very important especially for the networks demloye
in hostile environments. Constraints of sensor nodes aed th
lack of infrastructure in such networks poses new challerige
designing security services. In an adversarial envirorribe
major attacks on a wireless sensor network are as follows:

Eavesdropping: By listening to the radio channel, the adversary
tries to obtain meaningful information.

False Data Injection: In this attack, an insider node attempts
to cause false alarms or to consume the energy of the
forwarding sensors by injecting false data.

Data Drop: An insider node drops a legitimate report on the
forwarding path toward the sink.

Noise Injection: The legitimate reports are modified by inject-
ing noise. Thus, the sink is unable to regenerate the otigina
message.

In this paper, we propose a new scheme called location-aware
network-coding security (LNCS) that provides all the afore
mentioned security services with moderate communicatiah a
computation overhead. The proposed scheme makes extensive
use of the node collaboration and data redundancy to prolatie
authenticity and availability. To achieve this goal, welsse that
the node scattering is dense enough such that a single event i

Recent advancements in mlcro-electro-mechamcal SYSeINS field is sensed by more than one sensor node and a message
have led tp the development of small dewcgs call_ed SENSQYFsadcast is received by multiple nodes in the proximityergv
A Sensor 1S a low cost and low power deV|_ce with _I'm'te tep of the proposed scheme is carried out by multiple nodes
computational power and memory that is equipped with S€N{Volved in the protocol, and all of them generate the same

ing and radlg tranTm|s|f|on u|n|ts._ Networks ofI_W|r_eIess Gmﬁ output. Hence, a few malicious nodes can be detected, and the
are expected to play key roles in many applications, suc BSqus packets generated by them are dropped.

managing energy plants, logistics and inventory, batitéfieand To evenly distribute the load of report generation and for-

medical monitoring [1]. A typical sensor network is WithOUtWardin and also enhance the node collaboration, we titi
infrastructure and may include hundreds to several thalssan 9 ' for

the terrain into non-overlapping cells of the same shape and
of sensor nodes. Sensor networks are usually connecteceto :
. : area. A report generated at the event cell is forwarded wwar
outside world through a computationally powerful centdiech

the sink that is also responsible for data collection anc da{pe sink on the.shortes:t path in a pgll—by-cell fas_hp_n. The
fUSion. advantages of this technique are localizing adversarialites

. . i . and providing a robust and simple routing and authentinatio
Triggered by an event in the field or upon a sink query, tr]%echanism. To provide an authentication mechanism, inyever

gofeeso:f[m:f q tzet:(? i(t:el?‘:li:( ?; sttr;rgu;lljnsk C%'gg;;iﬂr\iﬁly tgihemwa r| gell, all the nodes involved in the protocol generate a has t
P ’ 9 Of the same packets. Every node broadcasts only a few packets

scattlei\rmdg :)f thed ?odesthln t.hi f|e|((jj, the cgntler r?f st|mu_lus é?ong with the corresponding authentication informatidine
usually distanced from Ihe sink rendering Singie-nop ComMU a5 iy the next forwarding cell check the authenticity Ibf a

cation with the sink impossible. Therefore, the generatgmbit the received packets and drop bogus ones.

is f ded to the sink th h multi-hops. . - .

IS forwarded 1o the sinxthrough mufti-hops Linear network coding is an essential component of the LNCS
[2]. In this type of coding, intermediate nodes process tatd
by generating random linear combinations of the packetg the

This material is based upon work supported by the Army Rebke@ffice
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receive. This technique is advantageous in the erasurenehaemployed in [6]. The proposed scheme, called locationbase

model since the redundancy in the data allows the sink tesilient security (LBRS), is conceptually very similarthe SEF.

recover the original packets by receiving few encoded packeThe LBRS localizes the adversarial activities to only theaanf

The erasure channel also models the packet-drop attack thg network which is under attack. It inherits the disadages

an adversary. Therefore, random network coding intrifigicaof the SEF except the performance degradation behavior.

provides a countermeasure to data drop. One of the most recent authentication schemes is the locatio
The rest of this paper is organized as follows. In the rest afvare end-to-end data security (LEDS) [7]. This is a locatio

this section, we summarize the related work in authentioatiaware scheme that provides many security services suchtas da

protocols for wireless sensor networks, highlight the atlvges confidentiality, availability, and authenticity. In LED$)e data

of the LNCS, and present the notation used throughout therpagonfidentiality is achieved by using symmetric cryptognaphd

In Section I, we briefly review the cryptographic primitvem- linear secret sharing. To check the authenticity of the ,data

ployed in our scheme. The detailed description of the pregodegitimate report carries many MACs that are verified by the

scheme is provided in Section lll. In Section IV, we analyzeodes in the intermediate cells. For the data availabitig

the security of the LNCS. The communication and computati@verhearing nodes in every forwarding cell collaboratenforim

overheads of the LNCS are studied in Section V. In Section Mhe next cell in case a legitimate report is dropped by a rcaig

we compare the security strength and efficiency of the LNG®de. Although overhearing nodes theoretically providéada

with LEDS. Eventually, the concluding remarks are providted availability, there does not seem to exist a practical nmetho

Section VII. to implement this technique. The most logical realizatisrai

A Related Work voting system that has a high communication overhead and its

management introduces a high computational complexity.
Interleaved hop-by-hop authentication (IHA) is one of thstfi )
works in data authentication for wireless sensor netwog§s [B- Outline of Our Scheme
In this scheme, the sensor nodes are organized into clugters In this paper, we propose location-aware network-codicg-se
legitimate report is generated by the collaboration of aimimm  rity (LNCS) that provides data confidentiality, authertticiand
number of nodes inside a cluster. Every cluster has a rapeseavailability for wireless sensor networks. The proposedueste
tive that is called the cluster head (CH). The CH is respdasitmakes extensive use of node collaboration to reduce theteffe
for collecting enough number of message authenticatiore coof adversarial activities. To enhance node collaboratiod a
(MAC) values generated by the collaborating nodes, geingratlocalize the effect of malicious nodes, we divide the teriato
a report, and forwarding it to the sink. The forwarding pattni non-overlapping cells with equal shapes. The sensor nodes a
every node to the sink is discovered at the initializatiomggh densely and uniformly at random deployed in the field. Prior
The authenticity of the report is verified at every hop of tho the network deployment, every node is loaded with a master
forwarding path to the sink by the aid of the MAC values. Fas thsecret key and a unigue ID. We assume that a short period of
purpose, authentication chains are discovered and aightgon time after the network deployment, the entire network isusec
keys are established at the initialization phase of the otw during which every node obtains the location of its cell and t
operation [4]. A report with even one unverified MAC is regedld keys (a cell and a node key) using the location and preloaded
as bogus and dropped enroute. Therefore, a malicious naufermation. After the initialization phase, all the nodéslete
injecting noise to the network always causes these messatiessecret master key from their memories. Sink is the ontigyen
to be dropped. The other drawback of IHA is the associationith the ability of deriving the secret keys of all nodes.
maintenance that introduces high communication overhead.  An event in the field is sensed by multiple nodes because of
Another approach to data authentication is the statiseoal the dense deployment of the sensor nodes. To generate &, repor
route filtering (SEF) proposed in [5]. This scheme is veryisim the nodes close to the center of stimulus broadcast their own
to IHA. The main difference is that associated nodes are ramnsor readings to the neighbors involved in the protoédl. (
manually determined at the initialization phase. In costti@ the inter-cell communications are secured using the celfl) ke
IHA, the associated nodes are discovered by a probabilisfiter the completion of information exchange, all the nodes
approach. In SEF, every node is pre-distributed with thengy in the event cell, involved in the protocol, have access ® th
materials that are used to establish the authenticatios &ffgr same set of packets. These nodes aggregate the packets using
the network deployment. The key pre-distribution paramseee a secure aggregation function such as median. In the ngxt ste
selected to guarantee, with a high probability, that any GH évery collaborating node generates a share of the aggdedatz
able to establish many authentication keys. The SEF previdesing a threshold secret-sharing algorithm and encryptasing
data availability similar to IHA. Because of the probaltiis its unique node key. To linearly encode the encrypted shares
nature of SEF, every node is required to store many keys tteese nodes generate the same coefficients matrix usingidgse
guarantee the existence of a minimum number of autherditatrandom function. The encoding is performed by multiplyihg t
keys. Therefore, two other drawbacks of SEF are the reqeinémcoefficients matrix to the vector of secret shares. The iradl
for large storage memory and the possibility of revealingiynanodes generate a hash tree on the encoded packets and the
authentication keys by compromising only a few nodes. coefficients matrix. Eventually, every node broadcasts anl
Both previous schemes have a threshold property, i.e., f@w encoded packets, the corresponding rows of the coefficie
adversary has to compromise a minimum number of authentiatrix, and the authentication information to the next cklbest
cation keys to forge a report. To achieve graceful performeanto the sink. Every node tags its broadcast with the IDs ofvta 0
degradation to an increasing number of compromised kegs, #nd its cell. The report is routed in a cell-by-cell fashiantbe
location-binding keys and location-based key assignmeat &hortest path toward the sink.



Upon receiving the packets by the nodes in a forwarding cell, Il. CRYPTOGRAPHICPRIMITIVES
these nodes verify the authenticity of the received pacaets |, this section, we briefly introduce the cryptographic g#im
the coefficients matrix, and drop bogus ones. Similar to 4e®® jyes that we employ throughout the paper.
cell, these nodes generate a common coefficients matrindenc
the authentic packets, and generate a hash tree on the encédeSecret Sharing Algorithm
packets and the coefficients matrix. The result is forwatdete The idea of secret sharing is to start with a secret, divide it
next forwarding cell. Sink is the final check point that vesfi into pieces called shares, and distribute them amongst afset
the authenticity of the packets. We note that only a fractbn users [8]. The pooled shares of specific subsets of usens allo
the nodes in every cell take part in the protocol. The remainithe reconstruction of the original secret. We employ7at)

nodes remain inactive. threshold secret-sharing algorithm. Such an algorithnegseas
The main contributions of our scheme are summarized in tlieshares such that any combination of at least T' shares
following. suffices to reconstruct the original secret. We suggest 8isam

1) In contrary to previous schemes, our proposed sche/lgorithm that generate® distinct shares using the following
do not require a trustworthy cluster head (CH) that g€cret-share generator.
responsible for generating the report and forwarding it SSG, : F — F
to the next cell. We emphasize that the existe_n_ce of a M M+Z§;i (M > i) K 1)
trustworthy CH cannot be guaranteed, and a malicious CH ) _ ) o
completely breaks down the security of the protocol. ~ Here,k is a secret key and) > i) denotes cyclically shifting

2) In the proposed scheme, data authentication is perform@d to the_nghtz bits. Any combination oft shares generated
without overhearing nodes and voting systems. Such me&t§ing distinct secret keys can be used to construct a system o
anisms, employed by some other schemes, suffer frdipearly-independent equations from which the originarse)
extensive communication overhead. is uniquely obtained.

3) We employdrar:jdom_ r;etworl_< cothiingf in_l_our scherr;e 8 Pseudo-random Function
generate redundant information that facilitate recovery o A pseudo-random function is a family of functions with the

the packets erased by the channel or dropped by malicious . } : .
nodes. This kind of coding significantly improves datgroperty that the input-output behavior of a random instanc

availability compared to all other schemes of the family is computationally indistinguishable fromathof
' a random function [9]. The indistinguishability is meagiiia

terms of the ability of a computationally-limited advensdo
distinguish the output sequence from a completely randomly

The set of positive integers is represented INy For all generated sequence. A function family is a niapX xD — R
n € N, we define[n] := {x e N : 2 <n}. A Galois field whereK is the set of possible key{) is the domain, and?
of characteristic two is denoted . Since the order of the is the range. For simplicity, we assunie= IF although this is
field is fixed throughout the paper, we have dropped it in onot a necessary condition. For akye K, the instance of the
notation. For anyr, k € IN, the set of alln x k matrices with family F, : D — R is defined asFy(-) := F(k,-). Pseudo-
entries fromlF is denoted byM,, ;, (IF). For the caser = k, we random functions can be implemented using the output fesdba
use the short notatioll,, (IF). The transpose of a matriA is mode of block ciphers [8]. In this paper, we employ a family
denoted byAT. For any matrixA € M, x (F) and any set of of pseudorandom functions witk = F, D = NU {0}, and
indices! C [n], the symbolA(I) represents a sub-matrix & R = IF such that each of them has a unform distribution on the
generated by removing any row & with index outside/. The rangeR.
notationz ||y implies the concatenation of andy as bit strings.

C. Notation

In order to facilitate future references, frequently usedan C. Hash Tree o _ _
tions are listed below with their meanings. Hash trees have many applications in theoretical crypto-
) graphic constructions such asta authenticatiorand commit-
n_ Total number of nodes in the network ment schemd40], [11]. A hash tree ofT" data values, . . ., er
N Average number of nodes in every cell

is a binary tree witll" leaves. Lei/ be the set of all nodes of the
i ) _ - tree. Every interior node € U has a left childu; and a right
T Number of involved nodes in the intermediate cells

) child ur. By labeling each left child with a0” and each right
T (= To+r) Total number of packets generated after cpjig with a “17, the digits along the path from the root identify

_ the network coding each node uniquely. The tree is equipped with a one-way hash
T Number of legitimate packets after report authen- fynction H and a functions : ¢/ — F that iteratively assigns

To  Number of involved nodes in the event cell

tication a value to every node of the tree. The assignment procedure
t Minimum number of shares required to reconstruct starts at the leaves of the tree by assigning them arbitrnes

the message of IF that are somehow related to the data values. For every
A;  Theith cell on the forwarding path interior nodeu, € U/ with the left and right children:;, andup,
Vi Set of the involved nodes in the Cﬂi respective'y, the value assigneddds
e; Packet vector generated at the cAll
C; Coefficients matrix generated at the cAlj o(u) = H (¢ (ur) || ¢ (ur))- 2

T Number of malicious nodes in the entire network

- ) ) Assuming that:}, ..., u}. are the leaves of the tree, we suggest
pne Fraction of captured nodes in the entire network

the assignment function with the leaf valug$u!) := H/(e;).



Every arbitrary leafu! of the tree is assigned with a unique Algorithm 1: Tag
authentication pattthat consists of all the values of all nodes |npuT: Total number of node&’ and the number of nodes< G
that are siblings of the nodes on the unique path from the to be tagged
root of the tree to the leafil. We note that an authentica- OUTPUT-AnIDin {0,1,...,g} for all G nodes
tion path excludes the value of the leaf itself and the root. . | ¢ u1, ..., uc be the nodes and > G a fixed integer.
Therefore, the length of all authentication paths is at mast

) L . ... L For alli € [G], the nodeu; runs a timer initially set to a random
[log, T'] where [-] is the ceiling function. The authentication  yiye¢, e [~]. Moreover, it sets its counter, — 1.

path of every leaf is used to verify the authenticity of thg_ For all i € [G], the nodeu; listens to the medium when its timer

corre_sponding data value. LeétuthPath (Z» €1,...,er) D& an " fies if there is no transmission, it considers the value;cds its
algorithm that calculates the authentication path of iheleaf ID and broadcasts it. Otherwise, it sets«— c; + 1 and defers its

ul. An optimal algorithm is presented in [11] for this purpose transmission.

that generates the authentication paths in both time andespa If the value of the last broadcast is ¢, then return to 3.

O (log, T)). For everyi € [T], the data value:; is authentic 5 other nodes that never get access to the medium, set thetolDs
if r = Auth(ei,AuthPath (i; e, .. .,eT)) where Auth is an zero.

algorithm that takes any leaf value along with its corresjiog
authentication path to generate the root of the tree.

A hash tree for the data values, . . ., eg is shown in Figure 1.
Here, h, = H(e;) for all i € [6], hia = H (hi|lh2), h3a =
H(h3||h4), hsg = H(h5l|h6), hiog = H(h12|‘h34), and even-
tually the root value is = H (hi4|hss). The authentication A. Setup
path for the data values is the sequencky, hi2, hse. This data  This phase takes place prior to the network deployment durin

In the rest of this section, we explain different steps of the
proposed protocol.

value is authentic if- = H (H (hi2||H (H (e3) || ha)) [|hs6)- which every sensor node is loaded with a unique/B [n] and
a secret master kelf. In addition, descriptions of the following
[1l. L OCATION-AWARE NETWORK CODING SECURITY algorithms are loaded in the memory of every sensor node: a

secret-key block ciphdincy, a secret-share genera%G;, as in

Our proposed scheme takes advantage of the location inform’ a collusion-resistant hash functiéf, and a pseudo-random
tion to enhance the collaboration of the sensor nodes. Weediv¢, ction Fy,. Each one of these algorithms is a functin— I

the terrain into non-overlapping cells of equal shape am&.ar 41 « T is a secret key except the pseudorandom function
The sensor nodes are randomly deployed in the field. If the nogllC :NU{0} — F. For the ID assignment, Algorithm 1 with
distribution is uniform, we expect almost equal number afe® ~ _ g =n is employed. '

in every cell. Letn be the total number of sensor nodes in the
network andN be the average number of nodes in every cell.B. Secure Initialization

An event detected in a cell is endorsed by the collaboratfon o The initialization is a short period of time after the networ
many nodes within that cell. Next, it is forwarded toward $ivek  deployment during which we assume there is no adversarial
in a cell-by-cell fashion. Our protocol provides a geogiiaph activity. This assumption is practical as it has been made by
routing mechanism that chooses the shortest path to the simany other sensor-network protocols.
Throughout the paper, we assume,A;,...,Ay,Axy1 IS @ Assume an arbitrary nodethat resides in the cel. Using a
typical sequence of report forwarding cells starting ateékient |ocalization scheme, such as the one in [12], the nodbtains

cell Ap and ending at the sink , ;. In every cell, only a fraction the location(z., .) of the center ofA. The location information
of the nodes are involved in the protocol. For every ¢ejl we is used to derive aell key

denote this fraction by the s&t := {v{,... v}, } whereT; <

N is the size of the set. In addition, for simplicity, we assume k= H (K|zcllye) ®3)
T; =:T for all i € [A], butTj is not necessarily equal 6. In 3144 anode key
other words, the number of involved nodE&sin the event cell is ko 1= H (K ||ze|lye|u) - (4)

not necessarily the same as that in intermediate cells. Asilve

explain later, this distinction provides robustness inigiiag These keys are used to secure the inner-cell communications
the network for required data authenticity and availapilive and the report endorsement. At the end of the initializasitap,
employ Algorithm 1 withG = N andg = T} to randomly select all nodes in the network delete the master K€yfrom their

the set); that consists of nodes with nonzero IDs. memories.

C. Report Generation
s

o Triggered by an event or upon a sink query, all fienodes

Bimoa within the event cellA, first update their cell key as

NL%
® ka, — H (ka,). (5)
hi2 h34 (/ \) 0 0
@ (The reason for this update is provided at the end of thisextbs
/ \ hs he tion.) Then, they run Algorithm 1 witlz = N andg = Ty to
® select a subsaf, consisting ofly nodes. The nodes tagged zero
h1 ho2 ha ha by this algorithm do not belong to this subset. Hence, they do

Fig. 1. Hash tree for four data values. not participate in the protocol and remain inactive unté tiext



session. Every node! € V), broadcasts its own sensor reading Eventually, the node? broadcasts the packets

M; € T to other nodes in the s8f,. (Communications within 0 0 0 0

every cell are secured using the cell key.) Upon the congpleti ~ Pi = (‘30 (L), Co(Li), a1, - a1, Vi Ao) (13)

;f t:qee;rsn;c;r;naetﬁ[r; Ezfnhar;g(rees(iel\i/eer:i/ QOer“Eﬂz%g;jr?jﬁirsAtshe to the next forwarding cell. We note thaf does not transmit
0 9 ggreg the whole packet vectog, and the coefficients matriCy; it

suggested in [13]medianis a resilient aggregation function that Ié|y transmits the rows determined by the index AetAs a

is a good replacement for the mean value (which is shown to B .
insecure) when the data distribution is symmetric. Léte T summary, the following packets are forwarded from the cejl

be the aggregation value, i.e., to Ay
M:=A(Mi,...,Mzg). (6) Po = (807007a?,15 . 7aOT,|1T|,V07A0) : (14)

The advantage of using a resilient aggregation functiorna t Upon detecting the reception of the report by the nodeajn
the effect of bogus packets is only limited to the maliciondes all the N nodes update their cell key s\, « H (ka,) and

generating them. proceed to authenticate the received packets. Updatingdte
The next step is report endorsement in which, for @l[7,], key adds to the security of the inner-cell communicatioms. |
the nodev? calculates the encrypted share addition, it changes the random selection of the coeffisient

matrix Cq prior to every session since the cell key is used as a
d; = Ency, (SSGy, (M) () seed to generate this matrix.
wherek; = ko0, as in (4), is the unique secret key of this nod
that is derivable only by the sink. Using(d, t) secret sharing

scheme allows the sink to reconstruct the messagéf up to  Every nonmalicious node My transmits approximately’ /Ty

B. Report Authentication and Filtering

Ty, — t nodes inV, are malicious. packets from the vectoeq. One possibl_e attack is consuming
To encode the generated shares, every nods,igenerates the energy of_the nodes in the forwarding _cells. To launchhsuc
the coefficients matrixCy = [cgj] € My 1, (F) as follows attack, a maI|C|ou_s node i, may transmit many more than
o T'/T, packets using the IDs of other nodes¥y. To prevent
Cij = Fra, (ill7) (8) this attack, the nodes i, accept at mosf7”/T,| packets all
whereka, is used as a seed known by all the node®’jrand tag:lllge_d [WTI’t?Tt}he same ID. This threshold for other forwarding
cells is .
T=To+7, 72>0. 9) In order to authenticate packets received frayy, the nodes

in V; require the root of the hash tree. Since it is not transmitted

Since I is a pseudorandom function with uniform output dis g
they assume it is within the set

tribution, the entries of the matri€, are uniformly at random

chosen fromlF. Hence, the matridxCy is invertible with a high Ry = mode{Auth (f2,2%) : Vi e [T’]} (15)
probability. e
The encoding process is performed by all the nodeBiiras where f? is given in (12),a? is the authentication path of the
follows packete?, and modeis the statistic that from a list of data
eo = Cod e FT (10) values returns the ones .With the highest repetition. _We note
o o 1t tha_t every member ofR, is repeated _exactlng g_T’ times
= [eu = '7eT’} which represents the number of possible authentic packets.

alli € [T] andj € [T’], the nodev; verifies the authenticity

gf the packete through the tesuth (e;,a9) € Ro. If the
packeteg’ fails the membership test, it is considered as bogus;
otherwise, it is authentic. Lef> < Ty be the number of nodes in

¥ﬁ that have generated all authentic packets. To proceed to the
next step, report forwarding, the number of legitimate gask
has to be at leasfy and the number of nonmalicious nodes has
to be at least7;, where0 < ¢ < 0.5. (This threshold igT for
other intermediate forwarding cells.) The possible casesaa

whered := [dy, ..., dr, ]T e FTo, We note that the nodes i,
generate more thdfi packets to compensate for the packets lo
or corrupted by noise (due to the medium or adversarial iagtiv
and allow decoding at the sink.

The final step of report generation is constructing the ha
tree. To evenly distribute the load of handling this step,spkt
the packet vectoe, and the rows of the coefficients matr,
into Tp groups of almost equal sizes. Lét,..., Iy, C [T']
be a uniform partition of the set7”’]. For all i € [Ty], the
nodev? € V), generates the sequence of authentication palfl‘? ows:

al "’a?II'I where 1) py > Ty: In this case, any node in the intermediate cell is

’ e able to decode the data. Therefore, nodeg;iproceed to

a; ;= AuthPath (j; f7,..., fn), VielL.  (11) the report forwarding phase as explained in the following
Here, for alli e [T"], subsection. _
[7'] 2) py < Tpy: Based on the value qf), there are two possible
f=elehll e, (12) cases:

is the concatenation of thigh packet with only the corresponding a) py > ¢Tp: The nodes inV; ask for the retransmission
row of the coefficients matrix. We note that both the generate of information from the previous celh, and discard
packets and the entries of the coefficients matrix are iracbin all packets transmitted by the nodes detected as
the hash tree to prevent an adversary from tampering with any malicious.

one of them. b) p¥ < (Tpy: The report is dropped.



We note that the result of the teﬁﬂ § Ty stimulates the F. Sink Verification

necessity for the tesi) < (To. If p) > T, then the data is  The final verification point, the sink, receives the follogin
decodable in the intermediate cell. Thus, there is no needgckets

check the number of nonmalicious nodes.

Setting ¢ = 0.5 implies that the majority of the nodes Py = (eA,CA,ail,...,a}7|IT|,V0,AO). (23)
in the previous forwarding cell have to be nonmalicious to ) )
continue report forwarding. In this case, the 3et has at most L€t 7, as in (15), be the set of possible roots of the hash tree
one element, i.e., there could be only one authentic messag@nerated at the celh,_,. This implies that the packet vector
Nevertheless, for < 0.5, the set?%, may have more than € consists off := |?R,| sub-vectors that_ are equally likely to
one element. The implication of this scenario is that theee &€ authentic. Let/i, ..., J, C [T"] be the indices of these sub-
different reports, each generated by the same number ofspod&ctors. From (22), we hawe, (J,) = Cy (Je) deforall £ € [¢]
but only one of them is authentic. The intermediate nodeaaanWNere possiblyl, = d for only onel € [#]. Therefore, for every
determine which report is authentic since making this deais nvertible matrixCy (), the sink decodes, (J¢) as
requires reconstructing the original message from. its eshar d, — (Cx (Jg))_l ex (Jo). (24)
and the keys used to encrypt the shares are unavailable to the
intermediate nodes. As we will explain in Subsection IV-@tad  In the next step, the sink decrypts the shares in evbry
availability is inversely related to the value ¢ffor small values using the secret keys of the nodesuy. Then, the sink tries
of ¢, the probability of data drop due to malicious activities ofo reconstruct the original message using angut of the T;
captured nodes is low. However, as we will see in Subsection shares. If the reconstructed message is meaningless, rike si
B, the payoff for increasing data availability is increagithe tries a different set ot shares. After exhausting all possible
communication overhead. combinations, the sink repeats the same process for another

E. Report Forwarding vg::)t{g)rdg. Therefore, the maximum size of the search space is

Let J C [T”] with |J| = T' < T’ be the indices of authentic (:
packets after the filtering phase. The node¥irhave access to IV. SECURITY EVALUATION OF THE LNCS

P T . . . .
the common packet-vect@, := eo(J) € I and coefficients | this section, we evaluate the security of our scheme tjtrou
matrix Co = Co(J) € Mj 4 (F). To encode the aUtE“em'canalytical measurements of the security services provictafi-
pagkets, the nodes i, generate the coefficients mati®) =  gentiality, authenticity, and availability. Throughotig section,
[¢ij ] € My, 4 (F) as follows we assume that there are nodes in the network, and every
c% = Fya, (i|l7) - (16) cell has approximatelyv nodes. In additi(_)n, we assume that an
adversary has randomly capturedodes in the entire network.

We note that, similar to the event cell, the cell kiey,, known . :
erefore, the probability of node capturepis. := x/n.

by all the nodes iM\y, is used as a seed to randomly generairel1
the matrix C’. The next step is performing the network coding\. Data Confidentiality
and updating the coefficients matrix. For &lE [T'], the node

1 All the communications within an arbitrary ceMl are secured
v; calculates the packet vector

, using the cell keyka. This key is only used in the event cell to
e; :=Cl & e F” (17)  block a passive adversary who is only eavesdropping. Cagtur
a single node in a cell compromises the security of the eoglle
However, it does not affect other cells since differentceite
N distinct keys. Even after compromising the security of theng
C.:=C]Cy (18) cell, an adversary does not obtain meaningful informatiris
= [CH € Mz 1, (IF). is because the shares generated at the event cell are encoded

using the unique keys pairwise between the report-gengrati
nodes and the sink.

The data confidentiality of the LNCS is the same as that in
LEDS proposed in [7]. A cell is compromised when at least one
. o ) ' node inside that cell is captured. Therefore, the prolgldili,

a;; := AuthPath (j; fi,...,f3), Vi€ L.  (19) of cell compromise with respect to data confidentiality is

Here, f! := efllc}| - - ||y, for all i € [T"]. Eventually, the ("N
nodev;} broadcasts the packets Peomp =1 — %

(2)

— ety eb ]
and updates the coefficients matrix

To evenly distribute the load of generating the autheriticat
information, similar to the event cell, we use a uniform jhigrn
Ii,..., I C [T'] of the set[T"]. Every nodev} generates the
sequence of authentication padys,,...,a; ,, where

(25)

Phi= (e (I,),Ci(L),a;,...,a; 1,00, A 20 N
’ ( 1 )_ 1), 33 bl O) i (20) The curves of this probability are provided in [7].
to the next forwarding cell. As a summary, the following patsk o
are forwarded from the cel\; to A, B. Data Authenticity
Py = (e1 Ci,a1, a%ru 1 Vo Ao) (21) One possible attack launched by an adversary is capturing
3 ) s 3 * ST 3 ) N

. . . . enough number of nodes in the event cell to forge a report. We
The_message forwarding continues in the same fashion ay EViibte that the shares of an event are generated at the event cel
cell |n‘the sequencdy, ..., Aj. It can be easily shown that forusing the secret keys known only to the report endorsing :#iode
everyi € {0,1,...,A}, we have and the sink. Therefore, an adversary is unable to decew&e th

e, =C;d. (22) sink by capturing nodes along the forwarding path.



Since the sink requires at lealstonsistent packets to recon+andomly captures a few nodes within a forwarding cell. The
struct the data, the adversary has to capture atdeaxies within adversary achieves her goal by capturing only involved adde
the event cell. Thus, the probability of data authenticity i a cell.

AssumingT, = T, the probability of data availability,,, is

t—1
Pauth = Y_ pe() (26) plotted in Figure 3 for different values &, 7', and¢. In all these
j=0 curves, for a fixedV, a general observation is that for small val-

where p.(j) is the probability that exactly random nodes in Ues ofp,., increasingl’ improves the probability,,, because the

the event cell are captured, i.e. adversary has to capture more nodes. However, beyond an spe-
cific value ofp,,. this effect reverses, i.e., increasiifigdecreases
. (];[) (7;:];) . the probability P,,. This phenomenon becomes clear recalling
pe(j) = "~ j=0,1,...,N. (27)

that the data is available in a forwarding cell only when ted
has received authentic packets from at legEf nonmalicious

| N andt. In thi h is th bability of nod nodes in the previous cell. When there are too many malicious
values ofN - and?. In this graphpn. IS the probability of node . yoq i the network, finding at leaéf” nonmalicious nodes

capture. As these curves show, increasing the valdémproves becomes difficult for large values df. Another observation

PI‘“”’? since the Xurr:ﬁer ofbnode.? to pet;]:atp_tured b_y aghaQVers%that for a fixedT, increasingN degrades availability since
also Increases. Another observation is that Increasingansize -y, probability that a node is involved decreases. As thd fina

degrades the probability of authentication. This is beednsa observation, decreasingim g .
- . , proves availability sinc&T is the
large cell, the probability that a randomly captured nodgdes . ..1o1d on data availability.

in the cell under study is high. As an example, for 40, the _ _ o
probability of authenticity is75% when 36% of the nodes are ~ To mention a few numerical examples, in Figure 3(b), at the

@)

The probability of authenticity is plotted in Figure 2 forfférent

captured. crossing point of all curves, data availability 8% when50%
o of the nodes are captured. For the same number of malicious
C. Data Availability nodes andl’ = 20, in Figure 3(c), data availability improves to

To prevent the sink from receiving a legitimate report, ad3%.
adversary has to capture a minimum number of involved nades i
an arbitrary forwarding cell\;. As explained in Subsection IlI-
D, ¢T;! is the threshold on the number of nonmalicious nodes
detected inV;_; that are required by the cel\; to forward the 0.75
message to the cell,, ;. Therefore, the adversary has to capture

1.00

at leastT’ — (T; + 1 involved nodes from the séf;. In light of Q§ 0.50
this observation, the probability of data availability is
[T—(Ti]+1 029
Pt;v = Z pﬁnv (]) (28) 0
=0 0 0.25 0.50 0.75 1.00
; . - Pnc
wherep?, (j) is the probability that among the nodes captured (8) N =50 and¢ = 1/2
in the cell A;, exactly;j of them are involved. Using conditional 1.00
probability, one can easily show that
N-Ti+j j —j 0.75
Y O\ (T T;
3 i _ —_
Pino (7) = ; pe(0) <j) ( N) <1 N) . (29) & 050
=J
A possible attack is selective forwarding in which maliGgou 0.25
nodes may refuse to forward the report and simply drop it.[14]
In our proposed scheme, this attack fails when an adversary 0 0 025 0.50 0.75 .00
. Pnc
1we recall thatT; = T for all 4 > 1. (b) N = 100 and( = 1,2
1.00 1.00
0.75 0.75
3 S 0.50
Q? 0.50 ) oS U
=
0.25 c 0.25
0 0
0 0.75 1.00 0 0.25 0.50 0.75 1.00

Pne
(c) N =100 and¢ =1/3

Fig. 2. Probability of authenticity in a network of size = 10,000 and cell
sizesN = 50 (solid line) andN = 100 (dashed line). Fig. 3. Probability of availability in a network of size = 10,000.



V. PERFORMANCEEVALUATION OF THE LNCS of authentic packetﬁ; is strictly less thariy while the number

In this section, we evaluate the performance of our schemedhnonmalicious nodes detected in the previous pglis greater
terms of computation and communication overheads per sendtn or equal ta’7;. We recall that a nonmalicious node i
node. Moreover, as explained in Subsection I11-D, a foniregd 9enerates approximately’/T; authentic packets. Therefore, to
cell may request the retransmission of the report from tiegipr Violate the threshold}, on the number of authentic packets,
ous cell. Hence, we calculate the probability of retransiniss the adversary has to capture at least

that is considered as communication overhead. Througihsit t To
section, we assunie’ = O (Tp) that is a feasible assumption in ni=|Ti{1- T +1 (30)
network coding. L

9 nodes fromy;. In the other hand, to request retransmission, there
A. Computation Overhead has to be at leas}7; nonmalicious nodes in\;, which implies

The first phase in our scheme is report generation. THat the adversary has to capture not more tafl — ) nodes
generation of the matrixC, as in (8) and the calculation of N A;. Considering th_ese facts, retransmission may happen only
the vectore, in (10) are computationally the most expensivhenn; <T;(1— (), i.e.,
calculations in this phase. They both CGS(T_OQ) that is the total To > ¢ (To +7) (31)
computational complexity of report generation. We noté tizda _ N o
aggregation in (6) is usually a fast operation. For exampie, by (9). In this case, the probability of retransmission resjad
computational complexity of calculating median, as sutgge;n Py the nodes im\;; is
Subsection IlI-C, is0 (Tj log, Tp) [15]. LT5(1-¢)]

The ne_xt phase is repprt aythenticat_ion and filte_ring. THe on Pl .= Z P (). (32)
computation performed in this phase is constructing theXset
that consists of the mode @’ data values. This is a relativel , . . . o

yHere,pgnv(j), given in (29), is the probability that exactl

cheap operation with complexi® (log, 7p). ) .
The last phase performed by the sensor nodes is redgy_ﬁ?lved node;_ln the celh; are c_:aptured_. .
he probability of retransmission for different ratios ofeo-

forwarding. The most expensive computation in this phase is T . A . .
calculating the matrixC:; as in (18) that cost&’ 7T, = O (T3). t_ransmlssmnr./T is p_lotted in Flgurel 4._ As the curves in this
Finally, we conclude that the computational complexity of o f|g.ure show, Increasing ovgr-trgnsm]ssmn decreases thleapr
scheme i) (Tog) per sensor node. bility of retransmls_smn, whlch_ |ntu|t|vgly makes sgnse.ca_n
The computational complexity of the LNCS can be reduced@\é0 be mathematically explained noting that by increasing

J=mni

we employ sparse random matrices in the network coding phat tthr;:sh(:Lm :cn (:?_0) mc;reastes ads wedll. Anottger ols\zer\lia_':lor? IS
To guarantee the invertibility of a sparse random matrixthwi at when the fraction ot captured nodes in the network 15,nig

a high probability, we may randomly select the entries of t Qe p.robability O.f reFrans.,mission is low. Although praatlg of
matrix using the distribution proposed in [16]. In this cate ess interest, this situation happens when the large number

computational complexity of the LNCS reduces@({TO2 In To). ;?ggég? nodes causes the report drop and the breakdowa of th

B. Communication Overhead V]. COMPARISON WITHLEDS

In this section, we compare LNCS with LEDS in terms of
security and overhead since LEDS is the only scheme that
- ides data availability. We note that none of the othbestes
and reception consume the same amount of energy. provi . M .

During the report generation phase, every node in thé/get (IHA, S_EF’ and LBRS) pro_vu_jes dat_a availability since _desta !

transmitted on a path, consisting of single nodes, towagdithk.

broadcasts its own sensor reading to other nodes in th&&igee Theref lici d th th droo th .
the nodes outside this set remain inactive, the communitati erelore, a malicious node on the path may drop the report to

overhead of this operation is exactlyy per node. At the end prevent_its reception by the sink. In the following, we pre/ia
of report generation, every nod¢ transmits the set of packetscompanson betwgen. LNCS and LEDS. )
P9 as in (13) to the next cell. The number of packets in this 1) The transmlssmn_ of data from one ceI_I to another is
set approximately is}; (1+log, T") +T" = O (Ty). Therefore, performed by a single trustworthy node in LEDS called
the communication overhead of report generatio®Wi€l,) per
node.

Every node in a forwarding cell receives a set of packets as in
(14) that approximately consists @f + 17" Ty + T% log, T' =
O (T3) packets. In addition, every such node transmits a set of o 050
packets as in (20) that, similar to the report generatiorspha
consists ofO (Tp) packets. Therefore, we conclude that in our 0.25
scheme, the communication overhead per node (§7).

In this subsection, we calculate the communication ovethea
per sensor node in terms of the number of elements tfns-
mitted or received considering the fact that both data tréssion

1.00

0
C. Retransmission 0 0.25 0.50 0.75 1.00
. . . . . Pnc
As explained in Subsection IlI-D, the nodes in a forwarding

cell A; 1 may require the retransmission of information from theig. 4. Probability of retransmission in a network of size= 10,000 and other
previous cell. The retransmission occurs only when the rermiparametersV = 100, To = T = 50, ¢ = 0.5, and7/T" € {0.25, 0.5, 0.75 }..



CH. The existence of such node cannot be guaranteedrésponsible for report generation and forwarding. A malisi
LNCS, every node involved in the protocol broadcasts partuster head completely breaks down the security of a pobtoc

of the generated report. Thus, in terms of reliability inadatAn event detected in the field is sensed by several nodes and
transmission, LNCS outperforms LEDS. aggregated by all of them. Using a secret sharing algorithm,
To provide collaboration between overhearing nodes the aggregated information is divided into several shanes t
LEDS, excessive amount of redundant communicati@re forwarded toward the sink in a cell-by-cell fashion. To
between adjacent cells is necessary to collect the votespobvide data availability, we employed random network ogdi

the nodes in the previous cell on the broadcast messageour scheme. A comparison with other schemes showed a
The LNCS does not employ a voting system. Therefore,stgnificant improvement in data availability. As an autheation
does not bear with the communication overhead requiretechanism, we construct a hash tree on the encoded packets
for such a system. generated at every cell. The packets that fail the authsidit

In LEDS, the nodes in a forwarding cell behave inddest are dropped. Every node in the forwarding cell trarsmit
pendently. Therefore, malicious nodes cause serious datdy a fraction of the generated packets along the corratipgn
availability and authenticity problems. For example, authentication information. The sink is the final entity rmpi
malicious node in LEDS may take the role of the CH andble to reconstruct the original message using a few shdres o
modify the legitimate message. The use of network codirtige message. A comparison with the previous schemes reveale

2)

3)

4)

in our scheme significantly improves data availability.
In Figure 5, we compare LNCS with LES in terms of data
availability. In this experiment, the number of involved
nodes in every cells i$0. Since in LEDS, all the nodes in [1]
every forwarding cell participate in the protocol, we have
assumed there ar#) nodes in every cell for a fair com-
parison. The other assumption we have made=sT/2
that provides a fair tradeoff between data availability an
authenticity. As the figure shows, data availability in LNCS
is much higher than that in LEDS. For example, when
50% of the nodes in the entire network are compromise ]
the probabilities of data availability in LNCS and LEDS
are 98% and 56%, respectively. The payoff for increasing
data availability in LNCS is the increase in communicatior”
overhead.

The coefficients matrix used for network coding in LNCSI6]
is transmitted from one cell to another. Therefore, in terms
of communication overhead, the LEDS outperforms LNCSj7]
We note that communication overhead is the intrinsic
drawback of all networks using random network coding. 8]

(2]

VIl. CONCLUSION [9]

In this paper, we proposed a package of security services faj
wireless sensor networks as a protocol named locationeawar
network coding security (LNCS). As the name of the protocol
implies, the nodes take advantage of the location infownati1;
by dividing the terrain into non-overlapping cells and dinj
location binding keys during the secure initialization ghaln
LNCS, we have remedied the need to a cluster head thatpig

Fig. 5.

1.00

[13]

0.75
] [14]

CS 0.50 LEDS LNCS

0.25 [15]
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0

0 0.25 0.50 0.75 1.00
Pne

Comparing data availability between LNCS and LEDSe hetwork

size ism = 10,000 and other parameters afé = 50, 7o = T = 40, and
¢ =1/3. In LEDS, we have assume= 20 and the number of nodes per cell

is 40.

significant improvement in data availability.
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