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1. Introduction

In Mobile Ad-Hoc Networks (MANETS), establishing trust relationships between the nodes
in a decentralized fashion has been an important research issue for a long time. If the sen-
der nodes accurately identify the legitimate nodes in the network, a robust routing can be
provided while mitigating the effects of malicious nodes. Further, there is always a mutual
interaction between a sender and its neighbor nodes during the communication. This
mutual interaction can be easily modeled as a game between two or more players (one
player being the sender and the rest being the receivers). Regardless of its type (legitimate
or malicious), each player attempts to maximize its benefit during the game by choosing an
optimal strategy. In this paper, we propose a secure and robust routing scheme in which
the interaction between the sender and receiver nodes is modeled using a dynamic Bayes-
ian game model. A repeated game is considered and opinions of a node about the types of
other nodes is established using an acknowledgement mechanism from the destination.
The proposed method uses the intersection of game theory, trust establishment and coding
theory to resist colluding Byzantine (insider) attacks. The scheme guarantees the availabil-
ity of message as long as a legitimate path exists. Through simulations we will show the
efficiency of the scheme with respect to latency, availability and energy consumption in
the presence of adversary.

Published by Elsevier B.V.

The main threat for routing in a MANET is the existence
of selfish and malicious nodes. The goal of a selfish node is

Mobile Ad-Hoc Networks (MANETs) play key roles in
many military and civilian applications such as battlefields,
environment monitoring and emergency response. The
lack of infrastructure in MANETs requires the network
nodes to implement the network tasks by themselves.
Hence, network operation is based on the cooperation of
nodes within neighborhood. For routing, intermediate
nodes are used to forward a packet from a source to a des-
tination node. Therefore, security becomes a challenging
problem in this multihop environment with unreliable
intermediate nodes.
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to maximize its own welfare, on the other hand a malicious
node tries to prevent the network from operating effi-
ciently or properly. Without any countermeasures against
these threats, the network performance decreases
considerably.

We propose a secure and efficient routing scheme using
a game theoretical approach and trust relationships be-
tween the nodes. We assume a “Dynamic Bayesian Game”
model [1] among the nodes to find the optimal strategies of
legitimate and malicious nodes. Moreover, using the
“watchdog” technique [2] and the “acknowledgement”
mechanism (ACK), we construct trust relationships be-
tween the nodes. Recent works [2-10] either do not con-
sider the malicious nodes or build the trust relationships
based on the watchdog mechanism, which has serious
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drawbacks in a wireless medium (especially in the pres-
ence of malicious nodes). Our main objective in this work
is to mitigate the effects of malicious nodes to the network
performance by establishing trust relationships and using
a game theoretical approach between the network nodes.
The network under interest is a MANET. Moreover, the net-
work is assumed to be connected at any time instant. In
other words, we assume that a path can be established be-
tween any two nodes at any time.

The rest of this paper is organized as follows. In the rest
of this section, we summarize the related work in trust
establishment and game theory in ad hoc networks and
also mention the contributions of this paper. A brief
description of the scheme is provided in Section 2. In Sec-
tion 3, we analyze the game model, describe the parameter
selection and show how the game changes dynamically.
Trust establishment and using the trust values (node cre-
dentials) are studied in Section 4. In Section 5, we describe
the adversarial model and the possible threats specific to
our scheme. We evaluate and compare our scheme using
computer simulations in Section 6. Eventually, the con-
cluding remarks are provided in Section 7.

1.1. Related work

The main goal for building trust values (node creden-
tials) among the nodes in MANETSs is to protect Dynamic
Source Routing (DSR) [11] from attackers and increase
the performance of the network. In MANETS, a node evalu-
ates another by using either direct or indirect measure-
ments. Direct measurements are the ones that the node
conducts itself to rate another node. On the other hand,
indirect measurements are the ones that are received from
other nodes regarding the credential of a specific node.
Building node credentials by direct measurement is either
achieved by using the watchdog mechanism or by using
the ACK from destination. Building node credentials by
relying on the direct measurements and using the watch-
dog mechanism is proposed in [2,3,5]. The purpose of the
watchdog mechanism is to identify a malicious node by
overhearing the communication of the next hop. In [2,3],
when a misbehavior is detected, it is reported to the source
of the communication and the source updates the creden-
tial for the detected node. In [5], legitimate nodes reject the
traffic initiated by the detected malicious nodes. In
[6,7,4,12-14], the use of indirect measurements to build
node credentials is also allowed while the watchdog mech-
anism is used to obtain the direct measurements. In
[12,13], credentials obtained by direct and indirect mea-
surements are updated using the Bayesian approach. [14]
proposes an information theoretical approach to trust
and reputation. Some major drawbacks of using the watch-
dog mechanism to obtain direct measurements are listed
below:

1. The fact that the monitoring node (the one which uses
the watchdog mechanism) hears the transmission of
its next hop does not mean that the following node in
the path actually receives the packet. In other words,
a malicious node may transfer a packet such that its
previous-hop neighbor (who uses the watchdog mech-

anism) hears the transmission while its next-hop neigh-
bor (who is supposed to receive the packet) does not.
This can easily be achieved by adjusting the transmis-
sion power of the antenna (given that the previous-
hop neighbor is located closer than the next-hop neigh-
bor) or by using a directional antenna. Hence, the mali-
cious node achieves its goal by preventing the
legitimate flow without being penalized.

2. When there are consecutive malicious nodes in the
path, it becomes very easy to cheat a monitoring node
and gain credit for a malicious node (even though it
keeps misbehaving). If one of the next-hop neighbors
of a malicious node is also malicious, it can always send
its packets to its malicious neighbor. Hence, its previ-
ous-hop neighbor (who uses the watchdog mechanism)
hears the legitimate transmission and gives credit to
the malicious node while its malicious next-hop neigh-
bor drops the packets to prevent the legitimate flow.

We note that it is not guaranteed that the scenarios we
listed above will occur all the time. However, as the mali-
cious nodes in the network and the resources of the adver-
sary increases, it is very likely to observe these scenarios.
Hence, we claim that relying on the watchdog mechanism
to obtain direct measurements (hence, to build trust rela-
tionships) is deceptive and misleading most of the time.

In [15,16], node credentials are constructed using the
ACK messages sent by the destination node. The major
drawback of these schemes is that, if a path dies due to a
malicious node, the source will need to retransmit all the
packets it sent via a different path. Moreover, the diversity
of latency for different paths can affect the overall scheme
negatively. On the other hand, as we will describe, our
scheme does not suffer from this because of the use of rate-
less coding. In [15,16], possible routes from the source to
the destination are established before the data transfer be-
gins. Hence, even if one node is compromised from these
routes, data availability is lost even though source and des-
tination may have other alternative paths. In contrast, our
scheme provides data availability as long as there is a legit-
imate path between the source and destination, since we
construct the paths on-the-fly using our trust-metric.

Recently, researches started to use game theory to ana-
lyze wireless networks. Especially Bayesian game theoret-
ical model [1] is commonly used to analyze wireless
networks with selfish/attacker nodes. In reputation based
schemes which use the Tit-for-tat strategy (e.g., [6,17]),
each node monitors its neighbors and behaves based on
the previous behavior of its neighbors. However, in these
schemes, even if all the nodes are willing to cooperate,
packet collision or noise may infer with accurate monitor-
ing, resulting in zero throughput even if there is no mali-
cious node in the network. Generous Tit-for-tat is
proposed in [8] to fix this problem. However, to achieve
full cooperation in [8], the probability that a forwarded
packet was not overheard by the originating node (p,)
should be accurately estimated. In [9], authors proposed
a reputation mechanism called DARWIN which does not
depend on the perfect estimation of p,. However, the
scheme does not consider malicious nodes and assumes
that all nodes share their perceived dropping probabilities
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with each other. A Bayesian attacker/defender game is
studied in [10]. Optimal behaviors of the defender and at-
tacker is analyzed for static and dynamic Bayesian games.
However, the game is only between two players and the
trust values (credentials) of the players are calculated only
by using the watchdog mechanism. On the other hand, we
consider a game between a legitimate sender and the com-
bination of legitimate and malicious receivers. Further, we
do not use the watchdog mechanism to update the opin-
ions of the nodes for their neighbors.

1.2. Contributions of our scheme

The main contributions of our scheme are summarized
in the following.

1. By the intersection of the trust establishment, the game
theoretic approach and modern error control coding,
we provide a robust scheme with low latency and high
data availability in the presence of the adversary.

2. As opposed to previously proposed trust management
schemes (which use game theory), we consider a game
between more than two network nodes, and find the
optimal behaviors of all the nodes which are involved
in the game.

3. We provide a robust scheme against the collaboration
of malicious nodes. Most of the previous schemes
which only depend on the watchdog mechanism (to
build the trust relationships) are vulnerable to the col-
laboration of malicious nodes. On the other hand, our
scheme guarantees the delivery of the message packets
as long as a legitimate path exists between the source
and the destination. This robustness comes with com-
munication/computation efficiency.

4. In the proposed scheme the paths from the source to
the destination are established on-the-fly by the back
pressure policy. Hence, the latency and data availability
of our scheme do not suffer when a specific path
involves malicious or selfish nodes. Moreover, this
mechanism encourages to use the paths that provide
the lowest latency even if there is no malicious activity
in the network.

2. Description of the scheme
2.1. Overview of the scheme

The proposed scheme mainly consists of three mecha-
nisms; game between the nodes, trust establishment and
rateless coding. In general, the game theory studies the
interactions between the players. In a typical game, a
player tries to maximize its benefit by choosing the correct
strategy considering the strategies of the other players.
When the cost and gain of a player depends on the strate-
gies of the other players, game theory helps to find the
optimal strategies of all players. This model is perfectly
analogous with the interaction between the legitimate
and malicious nodes in wireless networks. In a typical net-
work, the main goal of the legitimate nodes is to make sure

that all the network operations are proceeding properly.
On the other hand, the goal of the malicious nodes is to
prevent the network operations as much as possible.
Hence, legitimate nodes try to detect and isolate the mali-
cious nodes and malicious nodes try to give the most harm
to the network while staying undercover (not detected) to
achieve their goals and maximize their outcome. Thus, we
decided to analyze the mutual action between the nodes
using a game theoretical approach. In our model, the play-
ers are the nodes in the network, and the game is between
a legitimate sender and its next hop neighbors (potential
receivers). The main goal of the sender (a source or an
intermediate node) is to forward the packets it received
(or generated) to the destination reliably and as soon as
possible. Hence, it expects its next hop neighbors to have
the same goal. As opposed to a legitimate node, the main
goal of a malicious node is to decrease the performance
of the network by increasing the total latency, decreasing
data availability or increasing the energy consumption of
the legitimate nodes. Hence, a malicious node often tends
to drop the legitimate packets or to forward modified
packets so as to prevent the sender from achieving its goal.
However, a malicious node has to take part in the ongoing
communication (i.e., be part of the path) to give damage.
On the other hand, a legitimate sender is always inclined
to select its next hop neighbors (potential receivers)
among those which would help to achieve its goal. Hence,
there is a game between the legitimate sender and its po-
tential receivers to achieve their goals in which each node
has to select an optimal strategy to maximize its benefit.
A legitimate sender node always tends to select its
most trustworthy neighbors as its potential receivers. In
order to find out the most trustworthy neighbors, a trust
establishment mechanism is required. Most previous
schemes such as [4,5] use the watchdog mechanism to
build the trust values (credentials) of the nodes. However,
due to some serious shortcomings of this mechanism
(discussed in Section 1.1), we use the ACK message from
the destination to build the node credentials. Based on
the ACK messages, a legitimate sender node selects its po-
tential receivers (among its next hop neighbors) which
help maximizing its benefits for the rest of the communi-
cation session. We note that the type of trusted nodes
may change or a legitimate node may fail between two
consecutive ACK messages. Hence, in addition to choosing
the most trustworthy neighbors (as its potential receiv-
ers), a legitimate sender needs to determine its packet
forwarding strategy among those chosen neighbors based
on their behaviors up until it receives the next ACK mes-
sage. For this purpose, a legitimate node uses the watch-
dog mechanism to monitor its neighbors and to take
countermeasures against the malicious ones. It is worth
noting that we do not use the watchdog mechanism to
build the node credentials. It is used as a tool to enhance
the scheme when the drawbacks mentioned in Section 1.1
does not occur (when there are no consecutive malicious
nodes on the path or when the malicious node has lim-
ited resources). Even when the watchdog mechanism is
cheated by the malicious nodes, node credentials are cal-
culated accurately as the watchdog mechanism has no ef-
fect on the calculation of the node credentials. In other
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words, the drawbacks of the watchdog mechanism do not
have any impact on the node credentials in the proposed
scheme.

In our model, the source node encodes its packets be-
fore sending them to the destination using rateless codes
[18,19]. The rational for this is to avoid retransmissions,
decrease total latency and increase availability at the des-
tination. If the original message packets are used without
encoding, whenever the destination does not receive a
subset of the original packets, the sender has to resend
those missing packets until they are received. However,
using the rateless codes, the source keeps generating
and sending new packets until the destination receives
sufficient number of packets to decode for the original
message.

2.2. Description

In order to facilitate future references, frequently used
notations are listed in Table 1 with their meanings.

We assume the source node has t number of packets
(W1,Ws,...,w¢) to send. Using rateless coding [18,19],
these packets are encoded into T packets Q,Q ... as illus-
trated in Fig. 1a. The encoding process can be summarized
as follows:

1. Pick a generator polynomial Q(x) =3, ;. Qi where
Qi el0,1]fori=1,...,tand Q(1) =1.

2. Generate and instance, say z, of a random variable Z
with distribution Q.

3. Pick z distinct packets at random from the input t data
packets.

4. XOR the selected packets and declare as the encoded
packet.

It is proved in [18] that, t original packets can be recov-
ered from any T = t + O(v/£In*(t/5)) of the encoded packets
with probability 1 — §. Hence, rateless coding decreases the
total latency and increases availability (even in the pres-
ence of adversary) by helping the destination to get the ori-
ginal message from any subset of the received legitimate
packets. When the destination receives sufficient number
of packets, it decodes the received packets to obtain the
original data as illustrated in Fig. 1b. We summarize the
decoding process as follows:

W, W, W, W, Wi W,

[100..0111] [100..0111] [100..0111] [100...0111] ... [100...0111] [100..0111]

Q1 QZ QS
(b) Decoding

Fig. 1. Illustration of encoding and decoding of rateless codes.

1. Wait until T packets are received.

2. Construct the Tanner graph between the encoded and
the data packets.

3. Use Message Passing Decoding [23,24] to recover data
packets.

After generating the encoded packets, if confidentiality
is required, the source node may encrypt each encoded
packet Q; using the pairwise key shared between itself
and the destination node. By doing so, the source node pre-
vents the eavesdroppers and intermediate nodes from
revealing the content of the original message.

Even though the adversary cannot reach the content of
the original message, it may try to prevent the destination
from getting the message by modifying the packets or
injecting noise to them (the complete adversary model
and the possible threats due to the adversarial nodes are
described in Section 5). To prevent this type of attacks,
authentication tags are attached to each encoded packet
at the source. Hence, when a malicious node modifies a
packet, it is detected immediately at the next hop (if the

Table 1

Notations.

N Total number of nodes in the network

T Number of encoded packets that should be received by the destination for complete message recovery
sloty Duration of a time-slot

ACKt Acknowledgement period (from the destination)

Py Probability of node a being malicious in the eyes of node b

pr Probability that node i uses its watchdog mechanism for its neighbor node a

p:'] " Attacking probability for a malicious node i

maxp Maximum number of neighbors (potential receivers) a sender node may use within a time-slot
Wi The event, node s uses its watchdog mechanism for node i

wi The event, node s does not use its watchdog mechanism for node i

A; The event, malicious node a misbehaves

A The event, malicious node a does not misbehave
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b

Fig. 2. Illustration of the game between the sender s and the malicious receiver a.

next hop is a legitimate node, otherwise the first legitimate
node who receives the packet will detect). Thus, the mali-
cious packet will not be forwarded to the destination and
the resources of the legitimate nodes will not be con-
sumed. Moreover, if the previous hop of the malicious node
is in watchdog phase, it can also detect the misbehavior
and take the necessary countermeasures against it as ex-
plained in Section 4. We note that message confidentiality
and packet authentication are not the main goals of this
work. Hence, we mention these issues only for the sake
of completeness.

Packets are sent from the source to the destination in a
hop-by-hop fashion. During the packet forwarding, each
node (legitimate or malicious) chooses its next move to
maximize its benefit in the game. As illustrated in Fig. 2,
a legitimate sender node (s) just forwards its packets and
chooses whether to use its watchdog mechanism or to stay
passive depending on the trust value (credential) of its re-
ceiver. A malicious receiver node (a), on the other hand,
decides whether to attack or not depending on the watch-
dog strategy of its previous hop. As we mentioned before,
we do not use the watchdog mechanism to built the node
credentials. Hence, node credentials are not affected by the
possible flaws in the watchdog mechanism (which were
discussed in Section 1.1. We describe the game model in
detail in the next section.

We divide the time into time-slots of length slotr. At
the beginning of a time-slot, each sender node finds out
its potential receivers (among its one-hop neighbors)
based on a metric which depends on the credentials of
its neighbors and their distances to the destination. We
assume that during a time-slot, the neighbors of a node
remain the same. Legitimate nodes use the ACK from
the destination to build the trust values (credentials) of
their neighbors and determine their optimal behaviors.
ACKs are sent by the destination node with a specific per-
iod which is ACKy. We observed via simulations (in Sec-
tion 6) that the choice of ACK;y does not have a
significant effect on the total latency and data availability.
We note that ACK is sent for the block of packets that the
destination has received between two ACK periods and
the length of the ACK packet is negligible with respect
to the data packets. Building the trust values are ex-
plained in detail in Section 4.

3. Game model
3.1. Analysis of the game

We consider the interaction between a legitimate sen-
der node and its receivers. The legitimate node picks its
max, neighbors as its potential receivers based on a metric
depending on neighbors’ credentials and distances to the
destination (as explained in Section 4). In our model, each
legitimate node only knows the probabilities of its neigh-
bors being malicious. The sender has two possibilities after
sending the packet. It may decide to use its watchdog
mechanism to see whether its next hop neighbor is misbe-
having, or it may decide not to use it (so it will not con-
sume extra energy). For simplicity of discussion, we
illustrate the game for the sender s and the receivers a
and b (when max, = 2). In order to calculate the payoffs
of the sender and the receivers, we introduce the costs of
possible incidents in Table 2.

Based on the previous observations of the sender s
(ACKs received from the destination), the probabilities of
node a and node b being malicious are P* and P?, respec-
tively. Further, a node being malicious does not imply that
it will behave maliciously all the time. Hence, given a and b
are malicious, we define the attacking probabilities for

nodes a and b as P, and P2, respectively.

Table 2
Costs of possible incidents.

Cr Cost of forwarding a packet

C, Cost of receiving a packet

Cwp Cost of using watchdog mechanism per packet

Ca Cost of attacking per packet

Gs,  Gain of a malicious node when it succeeds to cheat a legitimate
node

Ley Loss for a legitimate node when it is cheated (G, = L)

Gea Gain for a legitimate node when it succeeds to detect a
misbehavior

Lea Loss for a malicious node when its misbehavior is detected
(Gm = Lca)

Gpr Gain for a potential receiver when another receiver is detected
while it is misbehaving
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Given the sender s communicates with node a, the total
payoff of s when it uses its watchdog mechanism can be
obtained as

Gs (W?) Pgnpa[ Cf —Cwp + Gca] + ( Pgtt)
x P{[~Cs — Cwp] + (1 = P{)[~C; — Cup)- (1)

Similarly, when the communication is between s and node
b, the payoff of s becomes

Gs (Wg) Pgrrpb[ Cf — Cwp + Gea] + (1 Pgtt)
x P)[~Cp — Cup] + (1 = P))[-C; — Cup]- ~ (2)

On the other hand, when s chooses not to use its watchdog
mechanism, its total payoffs when communicating with
nodes a and b becomes

Gs (W) = P4 Pe[~Cy — Gan] + (1 — Pl ) P [—C]

+(1-PH[-C] (3)
and
Go(W2) = PouP2[=Cr = Ga] + (1= Py ) P2I-C]]
+(1-P)[-Cl, (4)

respectively. However, s uses both nodes a and b as its po-
tential receivers during a time-slot. Hence, combine (1)
with (2) and (3) with (4) to get the total payoff of the sen-
der s. We define f, (forwarding probability for node a) and
f» (forwarding probability for node b) as the probabilities
that s will choose node a and b to forward a packet, respec-
tively (computing these probabilities will be explained in
Section 4). Therefore, the total payoffs of s for using and
not using its watchdog mechanism becomes

GS(WS) :fa{PtalttPg[fcf —Cwp +Gca] + ( *Pgtt)Pg[*Cf — CWD]
+(1 _Pa)[_cf _CWD]} +fb{PZtth[ Cr — Cwp + Gl
(l Pztt)P.l:[icf 7CWD] + (1 *Ps> [*Cf 7CWD]}

(5)
and
Gs (Ws) fG{PZttPa Gch} + (1 att)Pa[ Cf]
+(1=P))[- ]}*fb{ b Pe1=Cr — Gan)
+(1 =Pl ) PGyl + (1= P) (=Gl (6)

respectively. Using (5) and (6), we conclude that, if
Gs(Ws) > Gs(Wy), the sender s will choose to use its
watchdog mechanism, because it gains more versus not
using it. However, if the sender always uses the watch-
dog mechanism, the rational strategy for the malicious
receiver node will be not to misbehave at all (as it will
be detected and punished each time it misbehaves). On
the other hand, if G(W;) < G(W;), then s will choose
not to use the watchdog mechanism. However, in this
case the malicious receiver node will choose to attack
as it will not be detected by s. As a result, we propose
to equate the payoffs G;(W;) and Gs(W;) to use a mixed
strategy. Hence, by using a mixed strategy, we obtain the
following:

C
fﬂpattpg +beZttP = WWDGCG- (7)
This illustrates the optimal attacking probabilities for
nodes a and b (if they are malicious). This result can be eas-
ily generalized to max, > 2. For max, = I, the combined
attacking probabilities of next hop neighbors of node s
can be obtained as

fl att +f2 arrP2 s +flP£mP Cf (8)
ch + Gca
It is also required to analyze the communication from the
receiver’s side to determine the optimal watchdog strategy
of the sender s. For this analysis, it is sufficient to focus on
one receiver and calculate the payoffs of that receiver for
different behaviors. First, we will assume that node a is
malicious and calculate its payoffs when it misbehaves
and behaves as a legitimate node, respectively. We let
P;,, be the watchdog probability of node s for node a. Then,
the payoff of node a for attacking becomes

fa{ [ C C Gca]
+(1 _PSWG) [Cf G- Ca+GCh] } +fb{PsPanPs }Gpr~
)

In (9), the last term fb{P”PmPS }G,r represents the profit
gained by node a if node b is detected and punished by
the sender s when it is misbehaving (this mechanism will
be explained in more detail in Section 4). Similar to (9),
the payoff of node a when it chooses not to attack can be
represented as

— fo{PalCr — G + (1 = Pya®)[Cy — G/}
+ fo{ PPy } (10)

If Gu(Aq) > Ga(Ag), then the malicious node will always
prefer to attack. However, in this case, the sender s will
decide to use its watchdog mechanism constantly. On
the other hand, if Gu(As) < G4(A.), then the attacker's
strategy will be not to attack. Therefore, node s will never
need to use its watchdog mechanism and there will not
be any problems in the network (attacker will not give
any harm to the network). As a result, we propose to
use a mixed strategy as we did before by equating the
payoffs (9) and (10). By doing so, we obtain the following
watchdog probability for the sender (representing how
often the sender s should use its watchdog mechanism
for the receiver node a).

ps _ —CatGa

= . 11
Wa Gch + ch ( )

The probability in (11) is calculated with the assumption
that the node a is malicious. Thus, we need to multiply
(11) with the probability of node a being malicious in the
eyes of sender s. Hence, we illustrate the optimal watchdog
probability of the sender in the following:

C +Gh
_ pa (
Psa PS Gch+Gca

In the next section, we will describe how to compute the
parameters in (7) and (12).

(12)
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3.2. Parameter selection for the game

In this section, we will itemize the key issues for param-
eter selection.

1. In (12), to satisfy the axioms of probability, we require
Gen = Cq and (G +Cq) = 0.

2. To make the model simpler, we assume that the cost an
attacker pays when it is detected is equal to its gain
when it attacks without being detected. Hence,
Gca = Gch-

3. The legitimate node’s gain via detecting a malicious
node should be greater its loss for monitoring. Other-
wise, a legitimate node will never prefer to use its
watchdog mechanism. Thus, G, > Cwp.

4. We assume that there is no node in the network that is
100% trustworthy. Hence, we define a minimum value
for P as P™", Further, we define a minimum value for
fi as fmin. The rational is that if f; approaches to zero
the corresponding node would have a negligible for-
warding probability. Hence, when the forwarding prob-
ability for a node decreases below f,;;, the sender node
decides not to use that node as a receiver until its f;
value increases above that limit again.

5. The optimal attacking probability for the malicious
nodes is derived in (8). To satisfy the axioms of proba-
bility, the following should be satisfied.

————<min{fiP;},i=1,...,1, 13
e < minifiPl), , (13)
where max, = I and min{f;P'} can be easily calculated
for different max, values.

3.3. Dynamic game

In this section, we will briefly show the dynamic
changes during the game and the responses of the players
against those changes. First, we will observe the impact
when the malicious nodes increase their attacking proba-
bilities from the optimal one which is derived in (8). We
assume max, = 2, sender s has potential receivers a and b
(among its one-hop neighbors), and at least one of the
neighbors is malicious. The combined optimal attacking
probability for the neighbor nodes is given in (7). If a mali-
cious node decides to increase its attacking probability,
then the left hand side of (7) will also increase. Hence,
the difference between the total payoffs of the sender s
for the events W, and W, becomes

Go(Ws) = Go(Wi) = (Gan + Gea) + (faP5P? + fyPaP) = Cu.

(14)

When the attacking probability of a malicious node in-
creases, the difference in (14) becomes positive (the differ-
ence is zero in optimal case). In other words, using
watchdog mechanism will become more beneficial to the
sender s, which causes the sender node s to increase its
watchdog probability P}, or P, .

The increase in the watchdog probability of the sender
node also effects the total payoffs of attacker nodes.

Assuming nodes a and b are malicious and legitimate,
respectively, the difference between the payoffs of node a
for the events A, and A, is illustrated in the following:

Ga(Aa) - Ga(za) :fa[_Pswu(Gch + Gca) - Ca + Gch} (15)

From (15), we can say that when the sender s increases its
watchdog probability P;, , the result of (15) becomes nega-
tive (it was zero in the optimal case). In other words, the
malicious node a gains more when it chooses not to attack.
Hence, node a will decide to reduce its attacking probabil-
ity P.. As we illustrated here with this simple example,
increasing the attacking probability to above the optimal
value provides no extra gain for a malicious node. More-
over, the malicious node will prefer to decrease its attack-
ing probability further when it realizes that it would gain
more with a lower attacking probability.

It is worth noting that the dynamic Bayesian game de-
scribed throughout this section has a Perfect Bayesian Equi-
librium (PBE) that is proved in [10].

4. Trust establishment
4.1. Building credentials

Node Credentials take values between zero (i.e., mali-
cious) and one (i.e., trustworthy). Credentials are built by
using the ACK from the destination node. Destination node
sends ACK packets to its downstream region with a period
of ACKr. A node which receives this ACK packet identifies
the IDs of the packets that are received by the destination
thus far. When the ACK is received from the destination at
time t, a legitimate node first determines the packet with
the maximum ID (max;p) that is received by the destina-
tion. Then, the credential for the neighbor node i(CR;) is up-

dated based on the Beta distribution (CR,- = H0l ) as in

[20]. Here, g, stands for the number of packets sent to node
i by the sender that has IDs smaller than or equal to maxp,
and o, stands for the number of packets that are included
in the ACK message among those g, packets. Moreover, o
and p represent the previous history of node i in the eyes
of the legitimate sender. We note that the initial values
for the o and B values are 1. Hence all nodes start with a
credential of 0.5, which means each node may be a mali-
cious node with a probability of 0.5 initially.

The ACK period (i.e., the time elapsed between two
ACKs), ACKr, is smaller than a time-slot duration, sloty. As
ACKr decreases, intermediate nodes and the source will
be able to update the credentials more often. However,
sending ACK packets with a high frequency may result in
congestions and increase in the energy consumption.
Hence, the ACK7 is a network parameter that should be ad-
justed to maximize the efficiency and security together.
We note that because of the multihop communication,
some paths may deliver the packets slower than the oth-
ers. Hence, the nodes in the slower path will also get low
credentials even though they might be legitimate. This
may seem as if we give low credentials to the legitimate
nodes. However, by doing so, we differentiate between
the good (fast) and bad (slow) paths even if there is no
malicious node participated in those paths.
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4.2. Neighbor selection

At the beginning of each time-slot, each node selects its
max, neighbors to use as its potential receivers during that
time-slot. This neighbor selection is based on the creden-
tials of the neighbor nodes and their distances to the des-
tination. A sender node i calculates the metric for one of
its one-hop neighbors j as in the following:

cred(j)
max|cred)’

i min[dist]

I dist(j)
where dist(j) and cred(j) are the nodes j's distance to the
destination and its credential at node i. Further, min|dist]
is the minimum of the node i’s neighbors’ distances to
the destination and max|cred] is the largest credential
among the neighbors of node i. Node i ranks order its
neighbors based on their metric values and selects max,
neighbors with the highest metric values as its potential
receivers. This neighbor selection process is illustrated in
Fig. 3a for max, = 2.

(16)

4.3. Forwarding probabilities

A sender node assigns forwarding probabilities to its
potential receivers (chosen among its one-hop neighbors)
and chooses them based on these probabilities for packet
forwarding (illustrated in Fig. 3b for max, = 2). At the
beginning of each time-slot, these probabilities are deter-
mined based on the credentials of the neighbors. If we con-
sider the same scenario we discussed before (sender s and
receivers a and b), sender s initially determines the for-
warding probabilities of nodes a and b based on P{ and
PP, respectively. Hence, initially s assigns f, = (1 —P9)/
(=P + A =Ph] andfy = (1 = P2)/[(1 = P+ (1= PY).

These forwarding probabilities are subject to change
during the time-slot as a result of the watchdog mecha-
nism. When the sender detects a misbehavior about the re-
ceiver i, its forwarding probability is decreased by ¢, and
this decrease is rewarded proportionally to other nodes

Neighbors with the
highest metric values

depending on their credentials. Thus, the sender modifies
node j's forwarding probability as f+ e{ (1 - P’S)/

[(1 —PJ) ot (1 7P§>]} (for max, =I). We note that
the forwarding probabilities for the potential receivers of

a sender node are subject to change for each individual

packet. Thus, given when max, = I, we illustrate the ex-
th

pected forwarding probability f* for node i and the k™ for-
warded packet in the following:
- 1-P
k _ k-1 _ ofk—1(pipi s
S =St g (PPl ) AP - P
x> 7 (PPyPy,). (17)

J#i

5. Adversary model

We consider the insider adversary who is allowed to do
anything that a legitimate network node can do. An insider
adversary takes part in the ongoing transmission, drops the
legitimate packets that it receives, modifies the legitimate
packets before it forwards them to the next hop or tries to
reveal the message sent from the source to the destination.
We note that these attacks has a serious impact on the la-
tency, throughput and data availability. Moreover, we con-
sider that multiple malicious nodes may collaborate to
achieve a common goal.

In this work we assume that a malicious node behaves
maliciously (drops or modifies the packets) with some
probability. That is to say, a malicious node behaves as a
legitimate node occasionally to remain under cover. Spe-
cific attacks that can be mounted against the proposed
scheme are listed as follows:

¢ Since a node determines the credentials of its neighbors
by itself, a malicious node is free to assign any credential
value to its neighbors. Hence, it will choose to give the
highest credential to its malicious neighbors.

(b)

Fig. 3. (a) Neighbor selection process and (b) packet forwarding probabilities.
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e At the beginning of each time-slot, each node picks its
max, potential receivers. During this selection phase, a
malicious node picks its malicious neighbors regardless
of their metric values. Hence, more malicious nodes can
be involved in the communication, which will increase
the latency.

e In general, a malicious node determines its optimal
attacking probability based on (7). However, if the previ-
ous neighbor of a malicious node is also malicious, then
it does not need to follow the rules of the game, because
it knows that it will not be detected. Hence, we assume
that consecutive malicious nodes on a path collaborate
with each other.

6. Simulations

In order to illustrate the performance of our scheme and
see the effects of different design parameters, we evaluate
the proposed scheme via computer simulations. The
parameters we use for our simulations are listed in Table
3. We assume that nodes move inside a specific boundary
based on the “random-way-point” (RWP) model [21].
Hence, we describe the movement pattern of independent
nodes by simple terms. At the end of each time-slot, each
node moves to its new location based on the RWP model
and finds its new neighbors at the new location. For sim-
plicity of routing, we assume that the paths are stable dur-
ing a time-slot. Moreover, to avoid any packet collusion in
the wireless medium, we assume the existence of a med-
ium access control (MAC) which controls the nodes who
get access to the channel. For this purpose, we use the
MAC algorithm in [22].

The main purpose of our simulations is to examine the
latency, throughput, energy consumption and data avail-
ability in the presence of malicious nodes. Throughout
our simulations, we assume the existence of insider mali-
cious nodes whose behaviors are explained in Section 5.

We define the probability of data availability as a func-
tion of time. If the destination node, on the average, re-
ceives sufficient number of packets (to decode the

Table 3

Simulation parameters.

N 100

T 1000
Communication range 0.45 units
Network area 2 units

RWP range 0.3,0.6 units
Number of trials 100

maxy 2

Number of malicious nodes 0,...,70

slotr 100 time units
ACKt 20,50,100 time units
P;nin 0.1

fmin 0.2

€ 0.1

Gen 50 units

Gea 50 units

Cq 1 unit

Gpr 1 unit

Cwp 10 units

rateless code for the original message) in a definite time
t;, then we say that the scheme provides 100% availability
at time t;. As long as the network is connected, destination
will certainly receive enough number of packets if it waits
sufficiently long enough. This is because the source is capa-
ble of generating unlimited number of packets via rateless
coding. However, malicious nodes try to decrease data
availability at time t by dropping or modifying the data
packets. In our simulations, we measure this decrease in
data availability with increasing number of malicious
nodes and with different design parameters. Moreover,
we measure the change in energy consumption of the
network for different adversarial models and design
parameters.

We compare our scheme with three different schemes:
(1) defenseless scheme, in which there is no mechanism
against the malicious nodes, (2) no-ACK scheme, in which
nodes just use the watchdog mechanism to observe and
evaluate their next hop neighbors, and (3) no-WD scheme,
in which nodes do not use the watchdog mechanism and
solely use the ACK from the destination to evaluate the
other nodes. We note that these three schemes also illus-
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Fig. 4. Comparison of latency and average throughput versus fraction of
malicious nodes for four different schemes.
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trate the techniques that are used in the recent works
which are presented in Section 1.1. Moreover, in all these
three schemes, we assume that the source uses the rateless
encoding to make a fair comparison with the proposed
scheme.

First, we study the effect of malicious nodes to the total
latency. We note that there is no game between the nodes
in both the defenseless and no-WD schemes because legiti-
mate nodes do not use the watchdog mechanism. Hence,
for these two schemes attacker nodes are free to choose
their attacking probabilities independent of the legitimate
nodes. We simulated these two schemes for attacking
probabilities of 0.2, 0.5 and 1, and observed that the attack-
er gives the most severe damage when the malicious nodes
attack with probability 1. Hence, we use attacking proba-
bility, p(att), as 1 when comparing these two schemes with
our scheme and the no-ACK scheme.

In Fig. 4a, we show the normalized latency versus dif-
ferent number of malicious nodes for different schemes
and with different parameters. We normalize the latency
value using the latency of the defenseless scheme as a base
when there are no malicious nodes in the network. We ob-
serve that, the latency of the proposed scheme and no-WD

E. Ayday, F. Fekri/Ad Hoc Networks 8 (2010) 181-192

scheme are not significantly affected with the change in
ACK7. Hence, we conclude that, as the number of malicious
nodes increases, the proposed scheme becomes the most
robust one in terms of total latency.
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Fig. 5. Energy consumption and latency x energy consumption versus
fraction of malicious nodes.
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We also examine the average throughput of each
scheme in Fig. 4b. Here, the vertical axis illustrates the
average number of packets received by the destination
node in 1000 time units. Similar to the latency simulation,
as the number of malicious nodes increases, our scheme
provides the highest average throughput.

Next, we consider the energy consumption of each
scheme. Since, the average energy consumption is domi-
nated by the energy consumption due to communication,
we only consider the number of packet transmissions for
a legitimate node. As illustrated in Fig. 5a, the proposed
scheme has the lowest energy consumption as it provides
high data availability sooner than the other schemes.

We also calculate the normalized latecy x energy con-
sumption metric to compare the four schemes. In Fig. 5b,
it is shown that no-ACK schemes has the closest perfor-
mance to the proposed scheme. However, as we discussed
in Section 1.1, calculating the node credentials based on
the watchdog mechanism (as in the no-ACK scheme) is
not reliable especially when there are two or more consec-
utive malicious nodes exist on the path.

Finally, we study the data availability versus latency. In
Fig. 6a and b the change in availability with the normalized
latency is shown for the proposed scheme and the no-ACK
scheme, respectively. We observe that as the number of
malicious nodes increases, our scheme provides higher
data availability with lower latency. Furthermore, in
Fig. 6c, we show the change in data availability of all
schemes when 50% of the nodes are compromised. Hence,
we can confidently say that our scheme provides the high-
est data availability as the number of malicious nodes
increases.

We note that as we mention in Table 3, we also simu-
lated each scheme with RWP range = 0.6 and obtained
very close results as we did for RWP range = 0.3. Hence
we do not presented the results for RWP range = 0.6.

7. Conclusions

This paper was concerned with secure and efficient
routing in the presence of malicious nodes, where adver-
sary may compromise nodes, then drops or modifies pack-
ets, injects bogus packets or mounts routing attacks. We
proposed a routing scheme which depends on the trust
establishment and a dynamic Bayesian game model be-
tween the network nodes. Besides we used rateless codes
at the source to avoid retransmissions and to increase data
availability. We showed upon simulations that the
proposed scheme provides low latency and high data
availability while keeping the energy consumption moder-
ately low even in highly adversarial environments.
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